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imageWARE Secure Audit Manager Express

Protect valuable and confidential information.
Capture, archive, and audit all imageRUNNER ADVANCE*

device activities.

imageWARE
Secure Audit Manager

imageWARE Secure Audit
Manager Express with uniFLOW
protect your valuable information

Finance Education

> Customer Information > Student Transcripts
> Student Personal Information

> Student Records

> Account Information

> Social Security Numbers

> Credit Card Numbers .
Manufacturing

Health Care
> Medical Records

> Prototype Information
> Intellectual Capital

> Patient Personal Information > Pricing Information

Government Legal
> Confidential Legal Documents

> Client Information

> Confidential Government Documents

> Citizen Information

&

Capture data and user information for jobs processed by
imageRUNNER ADVANCE devices. imageWARE Secure Audit
Manager Express coupled with uniFLOW is an information
security software solution for document distribution oversight.
This solution carves a new concept in the information security
industry. It’s the first product to provide capture, archive,
notification, and audit capabilities of Canon device activities
such as print, scan, fax, and copy.

imageWARE Secure Audit Manager Express helps deter
ill-intentioned workers from leaking important and valuable
information sent to and from imageRUNNER ADVANCE
systems. In the event that such leakage does occur, crucial
information, such as who, what, where, and when this event
occurred, can be quickly retrieved.

imageWARE Secure Audit Manager Express captures job
attribute information such as time, date, user, destination, and
text data. After this information is captured, it’s stored and can
be readily searched using either a full text search or attribute
search. With this solution, companies and organizations

can reduce risks and liabilities associated with the leakage of
important and confidential information.

*imageWARE Secure Audit Manager Express supports only MEAP embedded imageRUNNER and imageRUNNER ADVANCE systems.



imageWARE Secure Audit Manager Express

System Overview

Benefits

® Reduces Information Security Breaches. With its ability to
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=_j =4) prevent prints, copies, scans, and faxes, private information
PR|NT‘ FAX \ remains private. And because users are required to authenticate
: : = at the imageRUNNER ADVANCE device before performing
° ° —— any task, outside users are prevented from breaching the
v v company’s environment.
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i ® Deters Valuable Information Leakage. By recording the job

information and the actual image of all jobs performed on

the imageRUNNER ADVANCE device—and letting that
functionality be known to all users—valuable information
is less likely to leak outside the company. This helps to
decrease damages caused by unwanted data leaks.

e Offers A Complete Content Audit Trail. Requiring
authentication and utilizing OCR allows all job attribute
information—such as who sent it, when it was sent, the
text in the document, and the actual document image—
to be recorded, providing a complete and detailed audit
trail of all jobs.

imageRUNNER
ADVANCE System

® Facilitates Compliance. Having a complete audit trail of
content and attribute information of imageRUNNER
ADVANCE system activities helps promote regulatory
compliance as well as compliance with industry standards
and corporate regulations.

® Monitors And Alerts. The ability to notify a designated
administrator(s) when a specific keyword is printed,
copied, scanned, or faxed will make monitoring crucial
information leaks simpler and timely.
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imageWARE Secure uniFLOW Server

Audit Manager Express

* Full Text Search

* Image Search

* E-mail Notification
» Keyword Detection

Note: Powered by MEAP®: imageWARE Secure Audit Manager Express uses Canon’s MEAP technology.
The imageWARE Secure Audit Manager Express MEAP component, known as the iR Agent, captures and sends data to the database.




imageWARE
Secure Audit Manager Express

System Requirements

Express Server
Features

Hardware Requirements

Centralized management. The imageWARE Secure Audit Manager CPU: Intel Xeon 3400s (4 cores) equivalent or higher (recommended)
Express centralized Web Management Console makes the solution Hard Disk Space: File system: NTFS (mandatory)
easy and cost-efficient to operate. From one central location, 20 GB or more disk space in the drive in which the system

folder exists

system-wide changes can be applied.
Memory: 4 GB or more (recommended)

Optical Character Recognition (OCR). All recorded jobs can be

processed by OCR allowing auditors to perform the full text search. Software Reqmrements

Only the operating systems listed below are supported.

Job settings. Specify types of jobs to be recorded by any

. . . . Operating Windows® Server 2008 R2 (Standard, Enterprise) SP1
combination of copy, print, send fax, receive fax, and scan/send Systems: Windows Server 2012 (Standard)
in three different time periods for any device(s). Note: 32-bit edition operating systems are not supported.
Supported Virtual VMware vSphere Hypervisor (ESXi) 4.1/5.1
Environments Hyper-V2.0 availble in Windows Server 2008 R2

Hyper-V in Windows Server 2012
Note: The operation in Server Core is not guaranteed.

Components: Components (on Windows Server 2008 R2):
NET Framework 4.0 Full
NET Framework 4.0 Full Language Pack
ASP.NET 4.0

Components (on Windows Server 2012):
.NET Framework 4.5
ASP.NET 4.5

Web Server: Internet Information Services 7.5 (on Windows Server 2008 R2)
Internet Information Services 8.0 (on Windows Server 2012)
NOTE: When you reinstall Internet Information Services (I1S) on
Windows Server 2008 R2 after installing Express Server, you
need to reinstall .NET Framework 4.0 and Express Server.

Web Browser: Internet Explorer 7.0/8.0/9.0/10.0
Operating System Windows XP Professional SP3
Supporting the Windows Vista (Business, Enterprise) SP2
Web Browser Windows 7 (Professional, Enterprise) SP1
S Windows 7 (Professional, Enterprise) SP1 x64 Edition
a """’"r:‘-wnrg 1 Windows 8 (Pro, Enterprise)
Setan . Windows 8 (Pro, Enterprise) x64 Edition

Windows Server 2008 R2 (Standard, Enterprise) SP1 x64 Edition
Windows Server 2012 (Standard)
iR Agent Setting NOTE: Operation in XP mode in Windows 7 is not guaranteed.
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Canon U.S.A. does not provide legal counsel or regulatory compliance consultancy, including without
limitation, Sarbanes Oxley, HIPAA, GLBA, Check 21, or the USA Patriot Act. Each customer must have
its own qualified counsel determine the advisability of a particular solution as it relates to regulatory
and statutory compliance.

Canon, imageRUNNER, and MEAP are registered trademarks of Canon Inc. in the United States and may
also be registered trademarks or trademarks in other countries. imageWARE is a registered trademark
of Canon U.S.A,, Inc. in the United States and is a trademark of Canon Inc. in certain other countries. All
other referenced product names and marks are trademarks of their respective owners. Specifications
and availability subject to change without notice. Not responsible for typographical errors.
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